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Abstract

As digital identity becomes crucial in modern systems, the
transition from knowledge-based methods to biometric au-
thentication has become increasingly common. However, the
immutability of biological features introduces unique privacy
risks. Unlike traditional passwords, biometrics are unchange-
able, creating opportunities for malicious parties to track in-
dividuals across systems if authentication data or metadata
is leaked. This paper tests the feasibility of integrating Pri-
vate Information Retrieval (PIR) into biometric authentication
pipelines to prevent metadata leakage. We focus on an “honest-
but-curious” threat model, commonly seen in outsourced third-
party servers.

We implement and evaluate two distinct approaches, Direct
PIR and Bucketed PIR. Both approaches are implemented us-
ing SimplePIR, a single-server protocol based on the Learn-
ing with Errors (LWE) assumption. To reduce PIR’s compu-
tational overhead, we use a pretrained FaceNet model to ex-
tract 512-dimension embeddings from the Labeled Faces in
the Wild (LFW) dataset and apply 8-bit integer quantization
to reduce the template size.

Our results show that Direct PIR is a scalable option for
medium-scale uses. On the other hand, our Bucketed PIR ap-
proach that uses Locality Sensitive Hashing (LSH) to reduce
the search space for PIR resulted in significant latency. While
it is theoretically more efficient, we conclude that Bucketed
PIR requires further refinement to become practical.
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Introduction
As processes today become increasingly digital-
ized and digital identity becomes central to global
infrastructure, the methods used to verify identity
are evolving to become faster and more accurate. In
particular, a shift from knowledge-based systems
(like passwords) to biological systems is prevalent
due to their ability to be fast and generally fraud-
resistant.

Specifically, biometric authentication, a
method of authentication using unique physical
features such as facial features or fingerprints, is
becoming increasingly common. However, this
transition creates significant privacy concerns
because, unlike traditional passwords which can
be changed if compromised, biometric data is
immutable and remains constant. This makes the
privacy of biometric authentication a necessity [1].

Privacy Concerns With Remote Authentication
In many large-scale applications, it is often infea-
sible to store millions of biometric templates lo-
cally due to hardware constraints [2]. As a re-
sult, authentication may be outsourced to third-
party servers.

While these servers are generally reliable, they
may be “honest-but-curious.” Current authentica-
tion inherently leaks sensitive metadata surround-
ing which individuals are attempting to authenti-
cate and when. With unchangeable biometric fea-
tures, compromising authentication data allows in-
dividuals to be tracked across different systems and
locations.

A primary example of an application that pos-
sesses these security concerns is facial-recognition
kiosks at international airports, where millions of
people travel through each day. Storing such a large
number of biometric templates on local hardware is
difficult, requiring a centralized database. This au-
thentication metadata is especially sensitive, since
it contains their location and travel timing. This
data makes it easy for an honest-but-curious server
to monitor behavioral patterns and track individu-
als around the world, creating a huge surveillance
hazard.

Private Information Retrieval
To address the privacy concerns surrounding iden-
tity leakage, we investigate Private Information
Retrieval (PIR). PIR, first introduced by Chor et
al. [3], is a cryptographic protocol that allows a
client to retrieve an entry from a database with-
out the server learning which specific index was
requested. Early iterations of PIR required mul-
tiple non-colluding servers to achieve privacy, but
advancements by Kushilevitz and Ostrovsky have
enabled PIR for single server applications [4].

Currently, PIR is commonly used in sensitive
lookups involving medical database queries, DNS
resolutions, and credential checking for compro-
mised passwords. Despite its successful perfor-
mance in a variety of use cases, it has limited appli-



cation in authentication. This is largely due to its
significant communication and computation over-
head, which often clashes with the speed require-
ments of modern authentication systems.

Objectives and Contribution
In this paper, we argue that the unique risks
that come with biometric data, specifically its im-
mutability and therefore value to adversaries, jus-
tify the overhead of PIR more than traditional
password-based systems. We explore the feasibil-
ity of integrating PIR into biometric authentication
to allow a server to return a template without know-
ing which user is authenticating.

We evaluate the performance and feasibility of
two distinct PIR approaches: Direct PIR and
Bucketed PIR.

Related Work
Privacy-Preserving Biometric Authentication
The deployment of biometric systems in high-
throughput identification settings, such as our mo-
tivating scenario of border control and airport se-
curity kiosks, introduces a delicate balance be-
tween utility and privacy. In these environments,
clients cannot store a full biometric database lo-
cally, making a centralized server necessary, which
introduces a point of vulnerability for metadata
leakage at the same time. Even with encrypted
templates, an honest-but-curious server can learn
which individual’s record is being queried sim-
ply by observing access patterns. Early work by
Erkin et al. [5] addressed this by proposing one
of the first strongly privacy-enhanced face recog-
nition systems, utilizing secure Multi-Party Com-
putation (MPC) to run standard eigen-face recog-
nition algorithms. In the domain of fingerprints,
Kerschbaum et al. [6] described a protocol for
comparing fingerprints without exchanging them,
and Shahandashti et al. [7] later proposed a fully
private minutia matching protocol secure against
honest-but-curious adversaries. While these works
establish the baseline privacy requirements for our
project—specifically, that the server should learn
neither the fresh facial scan nor the retrieved tem-
plate, their reliance on computationally heavy al-
gorithms or multi-round MPC makes them diffi-
cult to scale in fast-paced kiosk environments. Our
work addresses this by shifting the computational
paradigm to single-server PIR to minimize interac-
tion rounds.

PIR Applied to Biometric Authentication
Integrating PIR into biometric protocols addresses
the access-pattern leakage problem that encryp-

tion alone cannot solve. Bringer, Chabanne,
Pointcheval, and Tang [8] introduced Extended PIR
(EPIR), which evaluated a function over a client’s
string and a server-held database block. Their pro-
tocol effectively computed a Hamming distance
without either party learning the other’s input,
proving that EPIR could be viable for privacy-
preserving authentication. In 2008, Bringer and
Chabanne [9] improved this by replacing the un-
derlying PIR scheme with a more communication-
efficient construction by Lipmaa. However, these
foundational works primarily targeted biometric
templates that could be evaluated using simple
Hamming distances over binary strings, such as
iris codes. Adapting these cryptographic principles
to modern facial recognition presents a fundamen-
tal mathematical challenge: PIR schemes operate
exclusively over finite integer fields, while deep
learning models like FaceNet output continuous
floating-point vectors. We bridge this gap through
quantization. By mapping the 512-dimensional
continuous embeddings into discrete 8-bit integers,
we can securely evaluate complex deep-learning
templates within the strict mathematical bounds of
PIR, ultimately using cosine similarity for the final
authentication threshold.

Direct vs Bucketed PIR

A central limitation of standard Private Information
Retrieval, known as Direct PIR throughout this pa-
per, is that the query space encompasses the en-
tire database. To maintain cryptographic blindness,
the server must perform a computation across every
single record in the database during each retrieval.
As surveyed by Ostrovsky and Skeith [10], this
requires a linear scan where computational costs
scale directly with the size of the database (N). In
our Direct PIR implementation using SimplePIR,
this follows as O(N) matrix operations, which can
become a significant bottleneck when there are
more users in the database. Bucketed approaches
address this by reducing the effective database size
before invoking PIR. Rather than querying over all
templates, the client first computes a bucket index
from its own biometric data, comparing it to planes
to retrieve bucket ID values, and then uses PIR to
obtain only the bucket that their own template falls
into. This shows a significant reduction in the in-
dividual query cost proportional to the number of
buckets. Kulshrestha and Mayer [11] demonstrate
this architecture concretely in the context of per-
ceptual hash matching for end to end encrypted
media using LSH bucketization to compress query
space and computational PIR to retrieve the correct
bucket privately. Servan-Schreiber et al. [12] for-



malized the communication efficiency gains of this
pattern, showing that by partitioning LSH hash ta-
bles and amortizing PIR queries across partitions,
the total server processing time can be held to lin-
ear time constraints.

LSH-Augmented PIR for Similarity Search
The key observation underlying our Bucketed
PIR approach is that LSH maps similar high-
dimensional vectors to the same bucket with high
probability. Servan-Schreiber et al. [12] showed
that issuing PIR queries over the resulting LSH
hash tables achieves private approximate nearest-
neighbor search with sublinear communication.
SecureANNS [13] extended this framework to the
semi-honest two-party setting, adapting LSH to se-
lect a small candidate subset. While these works
focus broadly on nearest-neighbor discovery, our
project explicitly adapts this combined primitive
for the stricter requirements of biometric authen-
tication. In our architecture, the client’s goal is not
merely to find the closest match in the database, but
to privately retrieve their own specific enrolled tem-
plate, decrypt it from the LWE-encrypted payload,
and verify it against a tested 0.65 cosine similarity
threshold. By tailoring LSH-augmented PIR to this
binary accept/reject authentication model, we eval-
uate its viability for real-world identity verification
rather than general similarity search.

Methodology
Dataset Selection
To evaluate the feasibility of biometric authentica-
tion with PIR, we constructed a mock database us-
ing the Labeled Faces in the Wild (LFW) dataset
[14]. LFW is a widely used benchmark for fa-
cial recognition, containing over 13,000 images of
more than 5,000 distinct people. For our testing,
we used the 1,680 individuals in the dataset who
had multiple images available. This allowed us
to use one image as the “registered” template in
the database while using the remaining images as
“fresh face scans”.

Feature Extraction and Quantization
We used a pretrained FaceNet model [15] to extract
embeddings from each raw image. Our preprocess-
ing pipeline involved identifying and cropping each
image to frame the face, then using the model to
convert each face into a 512-dimension vector of
floating point objects where the distance between
two vectors directly corresponded to facial similar-
ity.

To reduce the PIR overhead caused by large
database sizes, we optimized the size of our entries

by quantizing each embedding vector. Each dimen-
sion was quantized to an 8-bit integer, resulting in
a compact 512-byte representation for every face
in the database. This optimization significantly re-
duced the communication overhead during PIR re-
trieval while still preserving the signal to ensure ac-
curate face matching.

Similarity Threshold
To determine whether two faces are a match, we de-
cided to use the cosine similarity between the vec-
tors. We used a set of independent images to verify
the embedding and quantization pipeline and eval-
uated the cosine similarity between matching pairs
(same person) and mismatched pairs (different peo-
ple).

Based on the distribution of the cosine similar-
ity scores, we arrived at a final threshold of 0.65
where a similarity exceeding the threshold indi-
cates a match and a similarity lower than the thresh-
old indicates different individuals.

Additionally, the LFW dataset contains many
photos with varying degrees of image quality. To
decrease the variance, we filtered the dataset to
ensure a closer similarity scale between images.
This allowed us to focus on testing our PIR scheme
without worrying about guaranteed false rejections
from overly blurry images or other quality impact-
ing factors.

SimplePIR
SimplePIR [16] is a single-server computational
PIR scheme based on the Learning with Errors
(LWE) assumption. Following Kushilevitz and Os-
trovsky’s construction [4], with LWE parameters
(n,q,χ) and plaintext modulus p, SimplePIR repre-
sents an N-element database as a (approximately)
square matrix D ∈ Z

√
N×
√

N
p , which reduces re-

trievals to matrix-vector products and therefore al-
lows for O(

√
N) communication. SimplePIR ex-

pands on it further by splitting the computation in
two phases:

Offline. At setup, the server samples a shared
public matrix A ∈ Z

√
N×n

q , and computes a hint ∈
Z
√

N×n
q , hint = D ·A. Both A and the hint are sent

to the client once and reused for all subsequent
queries. This allows for most of the computation
to be done upfront, amortizing and reducing per-
query overhead.

Online. To retrieve entry i, the following process
is followed:

1. The client decomposes i into row-col notation
(r,c), and constructs a Regev-encrypted query



vector qu∈Z
√

N
q , qu=As+e+⌊q/p⌋·uc, where

s← Zn
q is a fresh secret, e is a small noise vector,

and uc is one-hot encoding of the target column.

2. To answer this query, the server computes ans ∈
Z
√

N
q , ans = D ·qu.

3. Finally, the client recovers the desired entry by
using the hint and cancelling the LWE noise:
D[r][c] = round∆(ans[r] − hint[r] · s)/∆, where
∆ = ⌊q/p⌋

Direct PIR The ‘direct’ PIR method for biomet-
ric authentication employs a fairly straightforward
flow (Fig.1): suppose a user claims the identity of
a person i (an index), using SimplePIR, the client
queries the server for the known registered biomet-
ric embedding that corresponds to user i; once re-
ceived, the client computes the cosine similarity
score and, given a predetermined threshold, deter-
mines whether to authenticate the user or not.

Figure 1: Overview: Authentication process with direct PIR

Database Matrix For a person with index i,
one corresponding 512-dimensional FaceNet vec-
tor (quantized to int8 values) is packed into 512 ·
8/64 = 64 64-bit values and included into a flat
database, such that person i’s face embedding be-
longs in the indexes [64i, 64(i + 1)− 1]. This
flat array of 64N uint64 values is passed to Sim-
plePIR’s MakeDB with entry width d = 64 bits,
which reshapes it internally into an approximately
square matrix.

Retrieval Given that a face is split into 64 entries
in the database, retrieving a full embedding results
in 64 SimplePIR queries to the server.

Parameters For this project, the scheme is in-
stantiated with LWE security parameter n = 1024
and ciphertext modulus logq = 32, giving plaintext
modulus p = 991 and noise parameter σ = 6.4.

Bucketed PIR In comparison, to overcome the
known computational and bandwidth limitations of
querying the entire biometric database, we also
implement a Bucketed Private Retrieval architec-
ture. This approach integrates the previously de-
fined LSH index with the SimplePIR protocol to

securely and efficiently retrieve localized clusters
of candidate identities.

By routing queries to localized clusters, the
server avoids computing matrix multiplications
over the entire dataset. However, our empiri-
cal evaluation at the N = 1,497 scale reveals that
the constant-factor overheads of this approach cur-
rently outweigh its theoretical benefits for small
datasets.

Cryptographic Parameter Alignment A sub-
tle challenge in this implementation concerned the
plaintext mod constraints. The LWE lattice param-
eters underlying SimplePIR enforce a strict plain-
text modulus of p= 991. The typical PIR optimiza-
tion techniques of packing multiple 8-integers into
a single 64-bit word resulted in data corruption,
which we overcame by adopting a one-to-one map-
ping, assigning each unsigned 8-bit facial feature to
its own 32-bit lattice word. While this increased
storage overhead, it was the only approach that
guaranteed absolute mathematical fidelity through-
out the pipeline.

Database Matrix Allocation The LSH-
partitioned buckets are flattened sequentially and
ingested by the SimplePIR native setup routines.
The cryptographic engine determines optimal
matrix dimensions autonomously.

Blind Retrieval The online retrieval phase is ex-
ecuted as a strict two-party blind protocol: query
formulation and biometric verification.

Query Formulation: Using the shared LSH hy-
perplanes, the client first determines which bucket
ID is most likely to contain the target identity. The
client then encodes this bucket index into a homo-
morphic query vector using the shared lattice pa-
rameters.

Decryption and Biometric Verification: Upon re-
ceiving the payload, the client decrypts it using the
local secret key and server-provided hint, recover-
ing the exact sequence of unsigned 8-bit integers.
The client then reshapes this flat array into 512-
dimensional FaceNet vectors and shifts them back
to the signed [−128,127] integer range. Finally,
cosine similarity is computed between the query
vector and the retrieved candidates. Any value be-
low a predefined threshold, 0.65 in this project,
gets rejected, and all others are accepted as posi-
tive matches, completing client authentication.

Results
Direct PIR
We evaluated Direct PIR across five database sizes:
1,497 people derived from the Labeled Faces in
the Wild (LFW) [14] dataset, and four augmented
databases of 5,000, 10,000, 50,000, and 100,000



people. Augmented entries use randomly gener-
ated int8 embeddings and are never queried for
verification; they exist only to assess Direct PIR’s
scaling behavior. Figure 2 shows four metrics
across database sizes.

Server Setup Time (Fig. 2a) Setup time grows
approximately linearly with database size, reach-
ing 8.2 seconds to build a database of 100k people;
this trend is consistent with SimplePIR’s theoret-
ical O(N) cost of 2nN operations for an N-entry
database. For databases with frequent updates, lin-
ear setup cost is a practical limitation.

Database vs. Hint Size (Fig. 2b) As the database
grows linearly, hint size grows as O(

√
N), reach-

ing 26.2MB for the 100k-people database. The
hint actually exceeds the database at small scale
due to constraints imposed by LWE parameters; the
crossover occurs at ∼20k people.

Query Latency (Fig. 2c) Latency was measured
for the full authentication attempt, i.e. 64 Sim-
plePIR query+answer+recover. It ranged from
52ms at 1,497 people to 626ms. While the server
answer step for a N-entry database requires 2N op-
erations (i.e. linear in N), the empirical curve likely
looks sublinear due to the aggregation with client-
side operations, and other fixed overhead.

Online Communication Cost (Fig. 2d) Simi-
larly to latency, this was measured for a roundtrip
authentication attempt. Growth follows O(

√
N),

consistent with SimplePIR’s theoretical.

(a) Server setup time (seconds) (b) Database vs. hint size (MB)

(c) Query latency per authentica-
tion

(d) Online communication cost
per authentication

Figure 2: Direct PIR metrics

Comparison to Insecure Baseline. To deter-
mine the cost of the privacy guarantee, we compare
Direct PIR with an insecure direct lookup that re-

turns DB[i] without SimplePIR. Given that this in-
secure implementation would not require set up, we
can only compare query latency and online com-
munication costs. For all five databases, average
latency was always < 0.001 milliseconds, and on-
line communication around 4KB (one index plus
the 512 int8 face embedding).

Bucketed PIR
The Bucketed Locality Sensitive Hashing PIR ar-
chitecture was designed to achieve computational
scalability by reducing the homomorphic search
space from O(N) to O(N/B). The architecture was
evaluated across its offline construction efficiency,
bandwidth footprint, and online retrieval latency.

During the offline phase, the server takes in
the multi-template face dataset and executes the
LSH partitioning and matrix generation, averaging
983ms across 2814 samples. The packed matrix
size reached 9.9MB on average, which to note is
larger than the Direct PIR baseline. This inflation
is a direct consequence of our conservative param-
eter alignment described above.

In the online phase, end-to-end client queries av-
eraged 29 seconds. This protocol successfully re-
covered uncorrupted payloads and executed robust
threshold matching, proving the functional correct-
ness of the architecture. However, the 29-second
latency makes it impractical for real-time authenti-
cation in its current state.

We attribute this latency primarily to the client-
side decryption and reshaping pipeline. Because
the data was not densely packed, the client must
execute a disproportionately high number of lat-
tice decryption operations to recover the full 512-
dimensional vector. While Direct PIR significantly
outperformed Bucketed PIR at this small scale
(52ms vs. 29s), Bucketed PIR’s server-side compu-
tation scales at O(N/B). In our motivating scenario
of national-scale databases, we believe the compu-
tational cost of Direct PIR would eventually exceed
the fixed decryption overhead of the Bucketed ar-
chitecture.
Dataset Variance and Real-World Applicability
The online retrieval phase exposed a vulnerability
tied to the unconstrained nature of the LFW dataset.
Although we filtered the dataset to a 0.65 simiarilty
scale, because the remaining images still had differ-
ences in lighting, pose, or quality, the user’s fresh
query vector was still able to shift across a LSH
hyperplanes. When this happens, the query maps
to an incorrect bucket and is rejected before cosine
similarity is applied, raising the false rejection rate.

However, this limitation does not invalidate the
architecture for our motivating scenario of remote



authentication at airport security kiosks. Unlike the
unconstrained LFW dataset, airport kiosks repre-
sent highly controlled, cooperative biometric envi-
ronments. Users are required to look at a fixed-
angle camera, with bright frontal illumination. In
such an environment, the biometric capture vari-
ance drops, meaning a user’s query vector will
reliably and consistently map to the correct LSH
bucket, keeping the false rejection rate within ac-
ceptable operational bounds.

Conclusion
This paper evaluated SimplePIR as a practical
primitive for privacy-preserving biometric authen-
tication through two implementations, Direct PIR
and Bucketed PIR, over FaceNet embeddings from
the Labeled Faces in the Wild dataset.

Direct PIR provides a strong and well-
characterized privacy guarantee at a quantifiable
cost. Authentication latency ranged from 52ms at
1,497 people to 626ms at 100,000 people, where
online communication reached ∼3.3MB, and
server setup took 8.19s. Communication metrics
followed O(

√
N).

Bucketed PIR aimed to reduce the per-query
server search from O(N) to O(N/B) via LSH. Eval-
uated on the 1,497-person database, it averaged
982ms for offline setup, and 29 seconds per online
query; significantly higher than Direct PIR’s 121ms
setup time and 52ms query latency on the same
database. The additional overhead likely stemmed
from LSH partitioning, and payload decryption.
The high variance in the LFW dataset caused em-
beddings to shift across LSH hyperplanes, rais-
ing false rejection rates; this limitation is dataset-
specific and would be mitigated in controlled envi-
ronments, such as airport kiosks.

Both approaches fall short of deployment readi-
ness in their current forms. Direct PIR’s linear
setup cost makes frequent database updates expen-
sive, and Bucketed PIR’s 29-second query latency
is impractical for interactive use. Direct PIR is
viable for medium-scale deployments with infre-
quent database updates. Bucketed PIR’s architec-
ture is better suited for the 1:N identification setting
where a client cannot assume a known index, pro-
vided biometric capture conditions are controlled
enough to improve LSH bucket stability.

Future Work
Although we demonstrate the feasibility of inte-
grating PIR into biometric authentication systems,
there are still several paths to explore surround-
ing optimization and scalability. One of the pri-
mary limitations of our current Bucketed PIR im-

plementation is the server initialization overhead.
During its evaluation, the server was being rebuilt
for each query, causing significant latency. In the
real world, the server would not be rebuilt during
each query, so future iterations should use a per-
sistent server process to avoid redundant overhead
and more accurately represent performance.

Additionally, our evaluation was limited by the
number of images in the LFW dataset. Although
we scaled our mock database up to 100,000 en-
tries using randomly generated embeddings that
were never queried, our tests were limited to the
1,680 people (pre-filtered count) who had multi-
ple photos in the dataset. To accurately assess
the scalability of these approaches, future research
should test them on massive datasets with mil-
lions of faces to better simulate real-world applica-
tions where this protocol is most useful. Testing on
larger datasets will better demonstrate the tradeoffs
our approaches encounter and reveal how quickly
the PIR overhead grows.

Finally, we would like to benchmark our results
with other state-of-the-art PIR implementations
such as SpiralPIR, XPIR, and Piano. Although our
Direct PIR implementation using SimplePIR was
successful and performed well with our limited test
data, we are curious how other protocols may dif-
fer and what advantages each provides. Protocols
like SpiralPIR [17] use Fully Homomorphic En-
cryption to reduce query size and minimize com-
munication overhead, while protocols like Piano
[18] achieve sublinear sever computation only re-
lying on one-way functions. Exploring and com-
paring these protocols will help us determine the
most efficient option for biometric authentication
use cases.
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