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Doubly Efficient Interactive Proofs

The definition of interactive proofs places no restrictions on the
prover’s runtime, and restricts only the verifier’s runtime. Indeed,
when interactive proofs were original defined they referred to the
prover as Merlin (an all powerful wizard). For example, in the

IP = PSPACE of Shamir [2] the prover runs in time > 2510 T o
prove the correctness of a time-T and space-S computation.

In reality, however, we do care about the computational power of
the prover. Of course, we still need to allow the prover more com-
putational power than the verifier, as otherwise the prover is not
helpful.

Definition 1 (Doubly-Efficient Interactive Proof (DE-IP)). A doubly-
efficient interactive proof for a language L € DTIME(T(n)) is an
interactive proof such that:

1. The honest prover’s runtime is poly(T).

2. The verifier’s runtime is much less, ideally polylog(T) + O(n),
where O omits polylog(n) factors.

We will show how to use the Sumcheck protocol to construct a
doubly efficient interactive proof for every bounded depth computa-
tion.

In practice it is desirable that the
prover’s runtime is O(T).



Theorem 2. For any circuit C of depth D and size S (that is log-space
uniform) there exists a doubly efficient interactive proof such that

* The number of rounds is D - polylog(S).
* The communication complexity is D - polylog(S).

* The verifier’s runtime is O(n) + D - polylog(S) where n is the
input length (assuming the circuit is log-space uniform)

e The prover’s runtime is poly(S).

The doubly efficient interactive proof that achieves this theorem
is called the GKR protocol [1]. The only ingredient used in the GKR
protocol is the Sumcheck protocol!

Intuition for the GKR protocol

Given a circuit C of depth D and size S, an input x € {0,1}" and an
output y, the prover needs to convince the verifier that C(x) = y. In
other words, the verifier wants to catch the prover if y is incorrect.
Here is a simple idea: The verifier will ask the prover for the value
of the two children corresponding to the output gate, and will check
consistency with y. Note that if the values are consistent and v is
false, then the value of at least one of its children must be false. The
verifier will guess which one is false randomly, and will continue
this process until a leaf x; is reached. Note that if y is false, and every
time the verifier guesses correctly who the false child is, then at the
end of this protocol the verifier will recieve a false value of x; and
thus the prover will be rejected!

This interactive proof is extremely simple, but its soundness guar-
antee is pathetic! The soundness is 1 — 2D since it will catch the
prover cheating only if in each and every layer it guesses correctly
who the false child is. This happens with probability 2~. The GKR
protocol follows this blue-print but achieves better soundness since it
does this over an error correcting code.

Analogy to the Sumcheck protocol

Recall that in the Sumcheck protocol, given a polynomial f : F" — F
of degree < d in each variable and a fixed set H C F, the prover
convinces the verifier that

Y. f(h1,.. hw) =B

hi,...hm€H
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We will explain what the log-space
uniformity condition is when we
describe the GKR protocol.

We assume throughout that the fanin of
every gate is < 2.
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One way to do this is to have the prover send the |H| values 1 ),
where

Bin= Y, f(hhy.. hy).

hz,.‘.,hmEH

The verifier will check that 8 = } -y 81 and then will choose at
random t; < H and will reduce it to a Sumcheck on m — 1 variables
of the statement

Biy= Y, fltiuhao . hw)=p

h2,...,hm €H

Assume that f is false. The prover can cheat on exactly one value of
B1,n- The verifier samples one random S 5, and the chance of hitting
the bad one is ‘1?‘
(similarly to the simplified GKR protocol presented above). The main

Therefore, this creates a large loss in soundness

idea behind the Sumcheck protocol is to use the fact that f is of low
degree, which intuitively allows the prover to check that all the val-
ues in H are correct simultaneously. Specifically, the verifier chooses
t <& IF and uses the fact that f is a low-degree polynomial to argue
that in each round the verifier chooses a “false” t; with probability
>1- %. So, by relying on the fact that f is a low-degree polynomial
we managed to reduce the loss significantly!

At first it may be unclear how we use this for the GKR protocol
since we do not have any low-degree function f there. However, the
Sumcheck protocol can be used to prove that

Y f(hy. ) = B

hl,...,hmEH

forany f : H" — H, where f is not necessarily low degree. Namely,
we can use the Sumcheck protocol to prove that for any function
f+H™ — H it holds that

Y f(h, ) = B

h],...,hmGH

This can be done using the concept called low-degree extension.

Low-Degree Extension

A low degree extension (LDE) of a function (not necessarily a poly-

nomial) f : H" — {0,1} is a polynomial function f : F" — F of One can think of f as an arbitrary string
(minimal) degree < |H| — 1 in each variable that agrees with f on all of length |H|".
inputs in the range H™; i.e., Vh € H™, f(h) = f(h), or more concisely

f |gm= f. Notice that the domain of f is F", a superset of H", hence

the name “extension”.



Theorem 3. Let f : H™ — {0,1} be any function (i.e., an arbitrary
sequence of |[H|™ bits). Let FF be any finite field s.t. H C . Then, there
exists a unique f : F™ — Fs.t. f |gn= f and the degree of every
variable in f is at most |H| — 1. Moreover, f can be computed in time
[H|" - poly (m, | H]).

This theorem is a generalization of Langrange interpolation to the
multi-variate setting. When m = 1, the LDE f : F — T is a univariate
polynomial, which follows from Lagrange Interpolation.

The univariate case: For any f : H — {0,1}, we can write
flx) =} f(h)xu(x)
heH

where Y, satisfies that for every x € H:

1 x=h

Xn(x) = 0 xih

From Lagrange interpolation, we have an explicit formula for x;(-) as
a degree |H| — 1 polynomial function of x:
W —x

xn(x) = T1 — (1)
e\ {h}

The LDE theorem (Theorem 3) is a multi-variate version of this.
Now consider the m-dimensional hypercube H™. For a point p =
(p1,.-.,pm) € H™, define the multivariate basis polynomial

Xp:F" = TF

by
m
Xp(X1,.0 X)) = H?Cpi(xi)-
i=1

Each factor xp,(x;) is univariate, and the product enforces coordinate-
wise equality with p.

Given any function V : H™ — F, its low-degree extension V : F™ —
F is defined by

V(xy,...,xm) ==Y V(p) xp(x1,..., %m).
peHW’

This is a polynomial of degree < |H| in each variable, and it agrees
with V on all points of H™.
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The function yxj, is known as the Kro-
necker delta function.

Note that xj(x) is efficiently com-
putable since it is a degree |[H| — 1
polynomial. Moreover, as we will see, it
is also efficiently computable (and low
degree) as a function of both /z and x.
Namely, the function B(h,x) = x;(x)

is low-degree (and thus efficiently
computable).
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The GKR protocol

Fix boolean circuit C : {0,1}" — {0,1} of size (number of gates) S
and depth D. The GKR protocol is an interactive proof for the fact
that C(x) = 1. We assume that the verifier has a succinct description
of C. Formally, we assume that C is log-space uniform i.e., it can be
generated by some log-space Turing Machine M, and we assume that

the verifier has a description of M. A log-space Turing machine is a Turing
machine that is allowed to use only

. . O(logn) space on its work tape, where
that each gate belongs to a layer, and each gate in layer i is connected 1 is the size of the input. The verifier

by neighbors only in layer i + 1. Let layer 0 denotes the output layer in GKR must run in polylogarithmic
time. It cannot store the whole circuit.

It must be able to compute local wiring
Recall the intuitive protocol above, where we reduce a claim about information on the fly. Hence, the
restriction.

Assume without loss of generality that C is layered which means

and D denotes the input layer.

the value of a gate in layer i to a claim about the value of a gate in
layer i + 1. The GKR protocol follows this blueprint. The protocol
consists of D-subprotocols, where a claim about the (joint) values of
gates in layer i is converted to a claim about the (joint) values of gates
in layer i 4 1. Eventually, it will be reduced to a claim about the input

values (layer d), which are known to the verifier. One can always layer a circuit by
adding dummy intermediate gates.
This can be done while increasing the

Detailed description of the protocol depth to depth at most D?.

Step 1: Arithmetize C. Convert C to a (layered) arithmetic circuit
(over GF[2]) with fan-in 2. Arithmetic circuit (over GF[2]) means that
it consists only of gates of the form ADD and MULT (where addition
and multiplication are done modulo 2). We can convert any Boolean
circuit, with gates A and —, into an arithmetic circuit, by converting
a gate A into a gate MULT, and converting a gate — into a gate ADD
where we add a constant 1 as an input to the gate.

Step 2: Pick a subset H C F and an integer m such that S = |H|™.
This way, we can give each of the S gates in a given layer a unique
label encoded in H™. A natural choice is

H=1{0,1} and m =logs.

A less natural choice but a common one is

log S

H={0,1,...,1o0gS—1} and m = loglog s’

Jumping ahead the reason for the latter choice is that one can take a
field FF of size poly(|H|) that contains H so that

log S

F -|H| =
[ >>m-|H]| loglog S

-logS = |F| =poly(logS). (2)
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Meaning
log S
[F"| = poly(log §) Feless = SO0 3)

This cannot be done with the natural choice of H = {0, 1} since then
we need to take |FF| > log S, which results in |F"| = (log S)°8% =
Slog1o8 S which is super-polynomial.

Step 3: The prover computes the values of all gates in every layer of
the circuit. For layer i, define the function V; : H™ — {0,1} as the
mapping from an encoding of a gate label to the value of the gate,
and V; : F" — F beits low-degree extension (LDE), which is the
unique function of degree < |H| — 1 in each variable that agrees with
Vi on inputs in H™.

The Protocol: The protocol consists with D “reduction” proto-
cols, where each reduction protocol reduces a claim of the form
Vi(z;) = v; about layer i to a claim of the form V;,1(zi;1) = v;41

about layer i + 1. We start with the output layer where the prover Actually, the reduction protocol will
claims that Vy(zg) = vp = 1 where zg € H™ is the label of the only reduce checking two such claims about

. . . layer i to two such claims about layer
non-dummy gate in layer 0 that holds the output of the circuit. At i1

the end of these D reduction protocols we will be left with a claim of
the form V;(z;) = v,. The verifier can check this on its own since it
knows V; from its input values and thus can compute its LDE on its
own.

The reduction protocol

For every i € [D] we define two indicator functions ADD;, MULT; :
(H™)3 — {0,1} as follows:

1 gate p in layer i is an ADD gate connecting w; and wy in layer i + 1

ADD;(p, w1, wp) =
iwp 0 Otherwise

MULT; is defined similarly with ADD replaced with MULT in the
definition. Let
KB/DZ' ’ I\WGL/TZ- : ]F3m — F
be the LDEs of ADD; and MULT;, respectively.
We can expand out the LDE definition and rewrite the claim
Vi(zi) = v; as

v =Vi(zi) = Y Vi(p)xp(z)
Pt



GKR PROTOCOL

Then, we can further express V;(p) as combination of indicators

—~—

ADD;, MULT :

vi= Y, Y, |ADD;(p,wy,w)(Vip1(wr) + Vigq(wn))+
peEH™ wy,wyeH™

P

MULT, (p, w1, @2) (Vi1 (1) - Vi (w2) | x5 (21)

This almost looks like a claim that one can run Sumcheck on.
However, recall that the Sumcheck protocol only works if the expres-
sion inside the sum is a low-degree (multi-variate) polynomial, so we
need to argue that x,(z;) is a low-degree polynomial in p. Note that
the V’s are by definition LDEs.

Indeed, it turns that that we can compute the Kronecker delta
polynomials x,(z;) via a low-degree polynomial, as follows. Define
B:HxH — {0,1} as B(a,b) = xa(b), and let p : F x F — F be its
LDE. For every fixed a € H, we have that the univariate polynomial
B(a,-) is a LDE/Lagrange Interpolation of (a, -). In addition, x,(-)
is also a LDE of B(a,-). Then, by the uniqueness of LDE, we have that

B(a,b) = xa(b) foralla € H,b € F.
We can thus rewrite v; as

o= ¥ [ADD(pwr,w2) (Visa (wr) + Vi (w2)) +
p,wy,wyH™
MULT; (p, w1, w2) (Viyq(wy) - ‘7i+1(w2))]E(P/Zi)

Denote the polynomial inside the sum by
fiz (p,wi,wp) = [mi(l’/wlzw2)(‘7z‘+1(wl) + Vig1(w2))+
MULT; (p, w1, @2) (Vi1 (1) - Vi (w2)) | Bp, 21)

Thus, after the last round in Sumcheck for

vi= ), fin(pw,w),

pwy,w €H™

the verifier must be able to compute f; . (z;11,0,Zi+1,1,Zi+1,2) for some
random z;110,2i+1,1,2i+12 € F" chosen by the verifier. We assume
for now that the verifier can compute on its own ;\_561- and l\mi.
This is precisely where we use the log-space uniformity condition of
the underlying circuit C.

So we reduced checking the value v; in layer i to checking the
value of two elements in round i + 1. It seems like if we continue in
this way the number of elements we will need to check will grow
exponentially! However, surprisingly this is not the case! We can re-
duce checking two elements in round i + 1 to checking two elements
in round i + 2.



The idea is to run two Sumcheck protocols (one for each element)
but where the verifier uses the same randomness in both these Sum-
check protocols! This will convert checking two elements in round i
to checking two elements in round i + 1.

A Numeric GKR Example over Fyy

Step 1: Circuit definition and evaluation.
We work over the prime field
F = Fy; = Z/17Z.
Consider a depth-3 layered arithmetic circuit
C:{0,1}® = Fy,

with layers numbered output-first:

* Layer 0 (output): one gate gp.
¢ Layer 1: two gates g1, §2.

* Layer 2 (inputs): three input gates x1, xo, x3 (plus one dummy).

The gate definitions (over [Fyy) are:
81 =x1+x2, 82 = X2- X3, 8o =81+ &2
Fix the concrete input
(x1,x2,x3) = (1,0,1) € {0,1}°.
Then, the gate values (computed in [F;7) are
g1=1+0=1, g =0-1=0, go=1+0=1

The prover claims that C(x) =1, i.e.,

Vo(zo) =1

for a suitable label zj of the output gate.

Step 2: Labeling gates with H™.

Let
H=1{0,1}, m=2,

so that |H|™ = 4 labels are available per layer. We assign labels in
each layer as follows.

Layer o.
80 < 20 = (0,0) S H2.

GKR PROTOCOL 8
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Layer 1.
<1 <> (0,0), 2 < (0,1),

and the remaining labels (1,0) and (1,1) are dummy gates with
value 0.

Layer 2.
x1 <> (0,0), x4 (0,1), x3+4>(1,0), dummy <> (1,1).
Step 3: The value tables V; and their LDEs over Fyy.
For each layer i € {0,1,2}, define
Vi: H?> = {0,1} C Fyy

to be the gate-value function at layer .

Layer 2.
1 p=1(0,0) (for xq1),
0 = (0,1) (for x»),
Va(p) = p =01 )
1 p=(1,0) (for x3),
0 p=(1,1) (dummy)
Layer 1.
1 p= (0/0) (fOI' gl)r
0 == (0/1) (for 2)/
Vi(p) = i §
0 p= (11 0)/
0 p=(1,1).
Layer o.

0 otherwise.

1 = (0,0) (f ,
Vo(P)Z{ p = (0,0) (for go)

Lagrange basis over H = {0,1}. Over Fyy, the univariate Lagrange
basis polynomials for H = {0,1} are

u—1 u—0
Xo(u)zo_lzl—u, x1(u) = =1u.

For p = (p1,p2) € H? and u = (uy,up) € F2,, define

Xp (1) == Xxp, (u1) Xp, (u2)-



GKR PROTOCOL 10

Low-degree extensions. The LDE of V; is

Vi(ug,ug) = Y, Vi(h, ha) xu, (u1) Xny (u2).-
(l’l],hz)GHz

Explicitly:
¢ For layer 2:

Va(ur,u2) = V2 (0,0)x0 (1) xo(u2) + V2 (0, 1) xo (1) x1 (u2) + Va(1,0)x1 (1) xo(u2) + Va (L, 1) x1 (1) x1 (12)-
Using V5(0,0) =1, V3(0,1) = 0, V5(1,0) =1, V»(1,1) = 0:

Va(u1,u2) = xo(x1)x0(u2) +x1(u1)xo0(u2) = (1—u1) (1 —uz) +u1 (1 —up),

Simplify in F7:

(1—u)(1—u2) +ur(L—up) = (1—up) (1 —w1) +u1) = (1—up)- 1 =1—up.

So
f/;(ul,uz) =1—-u (mod 17).

¢ For layer 1:
Vi (uy, u2) = VA(0,0)x0(u1)x0(12) + V1 (0, 1) x0 (1) x1 (112) + V1 (1,0)x1 (1) x0 (42) + VA (1, 1) x1 (1) x1 (142)..

Using V4(0,0) = 1 and all others 0:

Vi (g, u2) = xo(u1)xo(u2) = (1—up)(1—up).
¢ For layer 0:
Vo(u1,u2) = Vo(0,0)x0(u1)x0(u2) = (1 — u1) (1 —uz).
In particular,
Vo(z0) = Vo(0,0) = (1-0)(1-0) =1,

matching the claimed output.

Step 4: The claim at layer o and its Sumcheck polynomial.
The prover’s top-level claim is
%(Zo) =1, zZp) = (0,0)
By LDE expansion,

Vo(z0) = Y Volp) xp(20)-
pEH?
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We now express Vp(p) in terms of layer 1 using wiring predicates.
Define
ADDy, MULT, : (H*)® — {0,1}

by

1 if pis an ADD gate with children w;, w, in layer 1,

ADDy(p, w1, wp) = ]
0 otherwise,

and similarly for MULT, with ADD replaced by MULT.
In our tiny circuit, layer 0 has a single ADD gate gy with children

81,82, SO
ADDqy(p,wy,wy) =1 iff p =z, w; =(0,0), wy=(0,1),

and MULTy(p, w1, wp) = 0 for all (p, w1, wy).
For any p € H?,

Vo(p) = Y, (ADDo(p,wr,w2) (Va(wn) + Va(w2)) + MULTy(p, w1, w2) (Vi (wn) Vi (w2)) ).

w1, wy €H?

Plugging into the expression for Vy(z):

vo 1= Vo(z0) = Y (ADDO(p, wy, wp) (Va(wy) + Vi(wy)) + MULTy(p, wy, wa) (Vi (wr) V3 (w2))> B(p, z0),

pwy,wyeH?

where B(p, zo) is the polynomial version of x,(zo) (viewed as a low-
degree polynomial in p).
Define the Sumcheck polynomial

fo,zo(p w1, w2) = (ADDO(Pr wy, w2) (Vi (wy) + Vi (w2)) + MULTy(p, wlrw2)(,Vvl(wl),Vvl(w2))) B(p, zo0),

and the Sumcheck instance is

[40] = Z fO,Zo(prwlrw2)'

p,ws ,wpeH?

Step 5: A concrete Sumcheck transcript for layer o.

Let us index the six scalar variables as
uy, up (for p), uz,uy (for wy), us,ue (for wy),

each ranging over H = {0,1} in the sum, but over [Fy; as polynomial
variables.

The Sumcheck protocol proceeds in 6 rounds. We describe the
structure and fix concrete random challenges in [Fy7 for illustration.
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Round 1. The prover sends a univariate polynomial g1 (X) claiming

gl (X) = E fO,ZO(X/ Up, Uz, Uy, Us, u6)'

U, U3, Uy, U5, U6 EH

The verifier checks
$10) +g1(1) Zvp =1,
If the check passes, the verifier samples a random 7 € [Fy7, say
rn =23,

and fixes u1 := 3.

Round 2. Now the prover sends g>(X) claiming

©(X)= Y foz(r, X, us, ug, us, ug).

ug, g 5,6 €H

The verifier checks

22(0) + §2(1) = g1(r1),

and if it passes, samples r, € IFj7, say r, = 5, and fixes up := 5.

Rounds 3—6. Proceed similarly:

e Round 3: prover sends ¢3(X), verifier checks sum over H,
then fixes u3 := r3 with, say, 13 = 7.

* Round 4: prover sends g4(X), verifier checks, then fixes uy :=
r4 with, say, r4 = 11.

* Round 5: prover sends g5(X), verifier checks, then fixes us :=
rs with, say, 5 = 2.

* Round 6: prover sends g4(X), verifier checks, then fixes ug :=
1 with, say, r4 = 13.

At the end, all coordinates are fixed:
(p*,wi,wy) = ((u1,12), (13, us), (us, u6)) = ((3,5),(7,11),(2,13)) € Fi; x Fi; x Fi,.
The verifier must now check
foz (P, w5, w3) = g6(r6).

Since ADDy, MULT), B are known, this reduces to checking the
values of /Vvl at wj and wj. Recall

V;(ul,uz) = (1 — Ml)(l — uz) (mod 17).

12
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Thus,
Vi(w}) =V1(7,11) = (1-7)(1—=11) = (=6)(=10) =60 =9 (mod 17),

since 60 =3 -17 + 9.
Similarly,

Vi(wh) = V4(2,13) = (1—-2)(1—13) = (=1)(—=12) =12 (mod 17).
The prover must provide values a1, a; € Fi7 such that
o =Vi(w}), a=Vi(w}),

ie.,
a = 9, a = 12.

If the prover cheats on these, the final equality

fo,z(p*,wi,w3) = g6(re)

will fail with high probability.
Thus, after Sumcheck for layer 0, the verifier is left with two claims
about layer 1:
Vi(wi) =9,  Vi(w;) =12.

Step 6: Propagation to deeper layers and final input checks.

Abstracting to a general layer i, the same reasoning yields:
e At layer i, after running Sumcheck on the relation expressing
v; in terms of V;, 1, the verifier ends with two claims

‘71:1(71‘,1) = Vit1,1, ‘71:1(71',2) = Vit1,2/
where ;1,75 € IF{}, are random points determined by the
Sumcheck randomness.

Naively, one would run two independent Sumchecks at layer i 41,
one for each claim, which would double the number of claims at
each layer. The GKR protocol avoids this blowup by using the same
randomness in both Sumchecks at layer i 4 1:

e For the first claim V;;(r;,), the verifier sends random chal-
lenges sy, ..., s¢.

¢ For the second claim 12:1 (ri2), the verifier reuses the same
S1,+++,8k-

This couples the two Sumchecks so that, after layer i + 1, the veri-
fier again has exactly two claims about layer i + 2 (not four). Repeat-
ing this down to the input layer D, the verifier finally obtains two
claims

Vp(rp-11) =vpp,  Vb(rp-12) =vpa.

13
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In our depth-3 example, D = 2 (input layer is layer 2). We already
computed
Va(uy,u) =1—uy (mod 17).

Thus, for any random points r1; = (4,b) and r1, = (c,d) in F2,,
the verifier can directly evaluate

Va(rip) =1—b,  Va(rip) =1-4d,

using only the known input layer. The prover’s claimed values
U1, V22 must match these evaluations. If all checks at all layers pass,
the verifier accepts the original claim C(x) = 1; otherwise, it rejects.

GKR Proof Size

¢ For a circuit with layer widths Sp, S1,...,Sp_1, the total GKR

proof size is
D-1
O( ) log Si> .
i=0

e If every layer has width at most S, this simplifies to O(D log S).

* Each layer contributes O(log S;) communication because the
Sumcheck protocol runs for log S; rounds, and each round
sends a degree-2 univariate polynomial (three field elements).

¢ Thus the total communication is polylogarithmic in the cir-
cuit size.

e For a circuit with S = 2% gates and depth D = 20, the proof
contains only a few hundred field elements (a few kilobytes).

Remark. The GKR protocol can be extended to handle circuits of
arbitrary depth, but we will not cover this and other extensions in
this class.
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