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FHE Algorithms

● KeyGen(1n) → (sk, ek)

● Enc(sk, μ) → ct

● Dec(sk, ct) → μ

● Eval(ek, F, ct1, …, ctl ) → ct’



Correctness

● Holds for all n, F, and inputs μ

● Require that the decryption of ct’ is truly the output of the 

boolean circuit



Security

● CPA Security - Adversary wins the following game with Pr = ½ + negligible

● Challenger samples (sk,ek) and sends (1n,ek) to adversary
● Adversary can send poly messages mi and get back Enc(sk, mi )
● Challenger chooses a bit b and sends Enc(sk , b) to Adversary
● Adversary wins if guesses b

It is important to note the absence of eval. Since the adversary has ek, they can run 
homomorphic operations and thus eval is implicitly included in security.



Compactness

● It is required that the bit-length of the ciphertexts returned 
by both Enc and Eval are dependent only on the security 
parameter n and not the size of F or the number of inputs

● Without compactness we could simply encrypt the circuit in 
the ciphertext and have Dec evaluate the circuit on the 
unencrypted bits



“Levelled” FHE: GSW Construction



KeyGen(1n)

● Sample a random vector s’
● Output the vector ( -s’ || 1 )T as s (with dimension n+1)



Enc(s, μ)

● Sample a random matrix A (dimensions l x(n+1) )
● Sample a random error vector e from 𝜒
● Build B as ( A || As’ + e )
● Take G to be the error correcting gadget matrix
● Output ( B + μG )



Dec(s, C)

● Compute v = Cs
● Output “0” if all the entries in v are small (i.e. <q/4) and “1” otherwise



Eval(“+”, C1, C2 )

● Output C1 + C2

Correctness:



Eval(“x”, C1, C2 )

● Output h(C1 ) · C2

● Define h(C) · G  = C

Correctness:



What are G and h()?

● h() is the bit decomposition function and G is the powers of 2 matrix
● Convert to and from binary



Error Growth

● Additive error growth: [-B0 ,..., B0 ] → [-2B0 ,..., 2B0 ]
● Multiplicative error growth: [-B0 ,..., B0 ] → [-((n+1) log(q) + 1)B0 ,..., ((n+1) 

log(q) + 1)B0 ]
● Can compute roughly n0.99 operations for large enough q



“Full” FHE



Bootstrapping

● “Refreshing” the ciphertext to new levels of error
● Use Dec to remove the error from the ciphertext
● Can compute Dec homomorphically
● ek will be (cts1 , ..., ctsl )
● The ciphertext C to be bootstrapped is hardcoded into the circuit
● The new error will accumulate from the depth of the Dec circuit and 

the error of the input (ek), which remains a constant



Circular Security

● Encrypting the secret key under itself is not provided from LWE
● Removing this assumption is an active area of research!



Practice Problems







Show how to compute the following gates with FHE 
operations since operations are done over the integers:

You are given two ciphertexts C1 and C2

● C1 AND C2
○ C1 x C2 

● C1 OR C2
○ ( C1 + C2 ) - ( C1 x C2 )

● C1 XOR C2
○ ( C1 + C2 ) - 2( C1 x C2 )

● NOT C1
○ 1 - C1


