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FHE Algorithms

o KeyGen(1") =» (sk, ek)
e Enc(sk, u) = ct

e Dec(sk, ct) » 1

e Eval(ek, F,ct, .., ct)=ct




Correctness

Pr

Dec(sk,ct) = F(uy, ..., He) :

(sk,ek) < KeyGen(1")
ct; < Enc(sk, ;) for all i € [{]
ct < Eval(ek, F,cty,...,cty)

e Holds for all n, F, and inputs u

> 1—negl(n)

e Require that the decryption of ct’ is truly the output of the

boolean circuit



Security

e CPA Security - Adversary wins the following game with Pr =2 + negligible

Challenger samples (sk,ek) and sends (1",ek) to adversary
Adversary can send poly messages m, and get back Enc(sk, m,)
Challenger chooses a bit b and sends Enc(sk , b) to Adversary
Adversary wins if guesses b

It is important to note the absence of eval. Since the adversary has ek, they can run
homomorphic operations and thus eval is implicitly included in security.



Compactness

e Itis required that the bit-length of the ciphertexts returned
by both Enc and Eval are dependent only on the security
parameter n and not the size of F or the number of inputs

e Without compactness we could simply encrypt the circuit in
the ciphertext and have Dec evaluate the circuit on the

unencrypted bits




“Levelled” FHE: GSW Construction




KeyGen(1")

e Sample arandom vector s’
e Output the vector (-s’ 11 1)" as s (with dimension n+1)



Enc(s, W)

Sample a random matrix A (dimensions £x(n+1) )
Sample a random error vector e from y
BuildBas (AllAs’ +e)

Take G to be the error correcting gadget matrix
Output (B + uG)



Dec(s, C)

e Computev=0Cs
e Output “O” if all the entries in v are small (i.e. <g/4) and “1” otherwise



Eval(“+”, C,, C, )

e OutputC, +C,

Correctness:

Eval(“+"”,C,C2) s = (C1 +C2) - s
= Cys+ Cys
= (u1-Gs+e1) + (42 - Gs + ey)
= (1 +p2) -Gs+ (e1+e).

new message new error



Eval("x”, C,, C,)

e Outputh(C,)-C,
e Defineh(C)-G =C

Correctness:

Eval(” x 7,Cq,C2) -s = (h(Cy) - C2) - s
=h(Cy) - (Cz-5)
=h(Cy1) - (u2-Gs+ep)
=2 h(C1) - Gs +h(Cy) - &2
=pp-Cis +h(Cq) - e
=p2- (11 -Gs +ep) +h(Cp) - e
= (p1-p2) -Gs+ (p2eq +l‘zr(C1) -€2)

new message new error




What are G and h()?

e h()is the bit decomposition function and G is the powers of 2 matrix

e Convertto and from binary

1
2

210g q—1

ologg—1

ologg—1



Error Growth

e Additive error growth: [-B ..., B, ] = [-2B...., 2B ]

e Multiplicative error growth: [-B,..., B, ] = [-((n+1) log(q) + 1)B ..., ((n+1)
log(q) +1)B, ]

e Can compute roughly n%°® operations for large enough g



“Full” FHE




Bootstrapping

“Refreshing” the ciphertext to new levels of error

Use Dec to remove the error from the ciphertext

Can compute Dec homomorphically

ek will be (ct_, ..., ct_)

The ciphertext C to be bootstrapped is hardcoded into the circuit
The new error will accumulate from the depth of the Dec circuit and
the error of the input (ek), which remains a constant



Circular Security

e Encrypting the secret key under itself is not provided from LWE
e Removing this assumption is an active area of research!



Practice Problems




Evaluate the following schemes on correctness, security, homomorphic addition, and homomorphic multipli-
cation. State whether each scheme satisfies each property with a brief proof/explanation.

We change the encryption algorithm to be the following:
Enc(s € Zy,b € {0,1}):

e Sample a random matrix A
e Construct matrix B = [A||As’], where s = (—s/,1).

e Output B+ b -I,41, where 1,4 is the identity matrix in Z, of dimension n + 1.

& Z((In—}—l)x'n.

e Correctness is satisfied: Enc(s,b) -s = (B +bl)(—s',1) = [A||A4s'](—s',1) + b(—s',1) =
b(—s',1).

e Security is not satisfied: we don’t have the error term, so we can just solve with Gaussian

elimination to get the secret key.

We have homomorphic addition because (C} + C3)s = Ci1s+ Cas = bys + bas = (by +b2)s

We have homomorphic multiplication because C1Css = C(bes) = (Cys)bs = b1bss




Evaluate the following schemes on correctness, security, homomorphic addition, and homomorphic multipli-
cation. State whether each scheme satisfies each property with a brief proof/explanation.

We change the encryption algorithm to be the following: Enc(s € Z7,b € {0,1}):

e Sample a random matrix A < Zg"+1)xn.

e Sample random vector e ¢ Y"1,

e Construct matrix B = [A||As’ + e], where s = (—s’,1) and I,,4 is the identity matrix in Z, of
dimension n + 1.

e OQutput B+b-1,,4;.

o Correctness is satisfied: Enc(s,b)-s = (B+bI)(—s',1) = [A||As"+e](—s',1)+b(—5',1) =
b(—s',1) + e.

e Security is satisfied by LWE because B looks like a random matrix, so B would act as a
one time pad for bl.

e We have homomorphic addition because (C + C3)s = Ci1s+ Cos = bis+e; + bas +e3 =
(b1 +b2)s+ (e1 + e2)

e We do not homomorphic multiplication because C1Css = Cj(bes) = Ci(bes + e€3) =
(C18)bs + Cres = (bis+e1)ba + Crea = bibas + (e1b2 + Crez). We know e bs is small but
Cies is large, making it so that our error term becomes too large for decryption.




Show how to compute the following gates with FHE
operations since operations are done over the integers:

You are given two ciphertexts C, and C,

° C1ANDC2

O C1xC2
o C1ORC2

O (C1+C2)-(C1XC2)
O C1XORC2

O (C1+C2)—2(C1XC2)
o NOTC1

o 1-C

1



