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Problem Set 4

Please submit your problem set, in PDF format, on Gradescope. Each problem should be in a separate page.
You are to work on this problem set in groups. For problem sets 1 and 2, we will randomly assign the

groups for the problem set. After problem set 2, you are to work on the following problem sets with groups
of your choosing of size three or four. If you need help finding a group, try posting on Piazza. See the course
website for our policy on collaboration. Each group member must independently write up and submit their
own solutions.

Homework must be typeset in LATEXand submitted electronically! Each problem answer must be provided
as a separate page. Mark the top of each page with your group member names, the course number (6.5610),
the problem set number and question, and the date. We have provided a template for LATEX on the course
website (see the Psets tab at the top of the page).

Problem 4-1. Shamir Secret Sharing

For the following questions, we will assume (unless stated otherwise) that Shamir’s Secret Sharing scheme
is used with the following setup:

1. There are n = 5 parties

2. We are using a 3-out-of-5 protocol (i.e. t = 3)

3. There are m = 2 malicious parties

4. All operations will be conducted mod 7 (i.e. p = 7)

The Shamir Secret Sharing scheme presented in class is information-theoretically secure. That is, for an
unbounded adversary controlling m < t parties, the shares reveal no information about the secret. In what
follows, we denote the secret by S, and assume that it is in {0, 1}.
For each of the scenarios below, determine whether the scheme is still information-theoretically secure. Please
provide an explanation as to why or why not.

(a) Sample a1, a2 ←R {0, 1}. For i ∈ {1, . . . , 5} let the i’th share be si = S + a1i+ a2i
2 mod p.

(b) Sample a1, a2 ←R {1, . . . , p− 1}. For i ∈ {1, . . . , 5} let the i’th share be si = S + a1i+ a2i
2 mod p.

(c) Do Shamir secret sharing as in lecture, except use the modulus 6 instead of 7.

(d) Sample a1, a2 ←R Z7. For i ∈ {1, . . . , 5} let the i’th share be si ← a1 + Si+ a2i
2 mod p.

Problem 4-2. BGW Recall the BGW construction with n parties, t < n/2 of which are malicious but
behave in a semi-honest manner (Lecture 13). Let all computation be done modulo a fixed large prime
p. Recall that each multiplication gate, taking input values a and b shared via polynomials ga and gb, is
computed by executing the following three steps:

1. Compute ga·b = ga · gb.
2. Run a degree reduction protocol.

3. Run a rerandomization protocol.

(a) In the rerandomization step, each party Pi secret shares 0 with the other parties using (2t+1)-out-of-n
Shamir secret sharing. Then each party Pi rerandomizes by computing ga·b(i) + g1(i) + · · · + gn(i).
Is security broken if instead of all of the parties, the shares of 0 are produced by

• a single party?
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• n− 1 of the parties?

• t+ 1 of the parties?

If security is broken, describe an attack by an adversary controlling t corrupted parties. Otherwise,
briefly explain why security is not broken.

(b) Suppose the secret sharing phase has occurred, and each party has a t-out-of-n secret share of each
of two vectors v1 = (v1,1, . . . , v1,L) ∈ ZL

p and v2 = (v2,1, . . . , v2,L) ∈ ZL
p . The parties want to compute

the dot product ⟨v1, v2⟩ =
∑L

i=1 v1,i · v2,i ∈ Zp in a secure multiparty computation. Describe how
they are able to do this with communication costs independent of L.
Hint: if we skip degree reduction, how many multiplications can we tolerate while still being able to
reconstruct?

Problem 4-3. Trapdoor one-way function. The RSA function is an example of a primitive called a
trapdoor one-way permutation.

A trapdoor one-way permutation, defined over a space X (e.g., X = {0, 1}n) is a triple of efficient algorithms:

• KeyGen(1λ)→ (sk, pk). Takes as input a security parameter (in unary) and outputs a secret key and
public key.

• Eval(pk, x)→ y. Takes as input a public key and an input x ∈ X and outputs a value y ∈ X .
• Inv(sk, y)→ x. Takes as input a secret key and an input y ∈ X and outputs a value x ∈ X .

These algorithms must satisfy two properties:

• Correctness. For all λ ∈ N and x ∈ X :

Pr

[
x = Inv(sk,Eval(pk, x)) : (sk, pk)← Gen(1λ)

]
≥ 1− negl(λ

where the probability is over (sk, pk)← KeyGen(1λ).

• Security. Defined in part (a) below.

(a) Security for a trapdoor one-way permutation says, informally, that “Given only the public key, it
should be computationally infeasible to invert Eval(pk, ·) on a random input x ←R X .” Write down
the formal security definition for a trapdoor one-way permutation.

(b) Define a public-key encryption scheme (KeyGen,Enc,Dec) on message space X using a trapdoor one-
way permutation (Gen,Eval, Inv) on input space X as:

• KeyGen(1λ)
def
= Gen(1λ)

• Enc(pk,m)
def
= Eval(pk,m)

• Dec(sk, c)
def
= Inv(sk, c).

Is this scheme correct when instantiated with an arbitrary trapdoor one-way permutation? Explain
why or why not.

Is it CPA secure when instantiated with an arbitrary trapdoor one-way permutation? Explain why
or why not.

(c) Define a public-key encryption scheme (KeyGen,Enc,Dec) on message space X using a trapdoor one-
way permutation (Gen,Eval, Inv) on input space X 2 as:

• KeyGen(1λ)
def
= Gen(1λ).

• Enc(pk,m)
def
= {Sample r ←R X ; Output Eval(pk, r∥m)}.

• Dec(sk, c)
def
= {Compute r′∥m′ ← Inv(sk, c). Output m′}.
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Is this scheme CPA secure when instantiated with an arbitrary trapdoor one-way permutation? Ex-
plain why or why not.

(d) Define a public-key encryption scheme (KeyGen,Enc,Dec) on message space X = {0, 1}n using a
trapdoor one-way permutation (Gen,Eval, Inv) on input space X = {0, 1}n as:

• KeyGen(1λ)
def
= Gen(1λ).

• Enc(pk,m)
def
= {Sample r ←R X ; Output (m⊕ r,Eval(pk, r)}.

• Dec(sk, c0∥c1)
def
= {Compute r′ ← Inv(sk, c). Output c0 ⊕ r′}.

Is this scheme CPA secure when instantiated with an arbitrary trapdoor one-way permutation? Ex-
plain why or why not.

Problem 4-4. Another MPC multiplication

In this problem, we will see an alternative to BGW for multiparty computation. This protocol (a.k.a.
Tim’s trick) requires an external dealer to deliver correlated randomness to each of the n parties during a
setup/offline phase.

The benefit of this approach is that it works even when n−1 of the n parties are (semi-honestly) adversarial,
provided that the dealer was honest.

Assume that there are n parties, each holding additive shares (modulo a prime p) of two numbers x ∈ Zp

and y ∈ Zp. That is, letting xi be the ith additive share of x ∈ Zp, we have

x = x1 + · · ·+ xn (mod p), for x1, . . . , xn−1 ←R Zp.

Adding shares.

(a) Explain how parties can compute an additive share of (x+ y) mod p without communicating.

(b) Explain how parties can compute an additive share of x+C mod p, for any constant C ∈ Zp, without
communicating.

(c) Explain how parties can compute an additive share of Cx mod p, for any constant C ∈ Zp, without
communicating.

Multiplying shares. In the following, let A,B ←R Zp be random values sampled by a dealer (i.e., no
coalition of parties knows A or B). Assume that each party i ∈ [n] has an additive secret sharing (modulo
p) of x, y, A, B, and AB.

(d) Explain how, by each broadcasting one message, each party i ∈ [n] can compute the values x+A and
y +B.

(e) Once each party i ∈ [n] holds the values x + A and y + B, show how, with no communication, each
party can compute an additive share of the value xy.

(f) It is very important that the parties use each triple (A,B,AB) only for a single multiplication.
Describe, in fewer than two sentences, how reusing this triple for two different multiplications reveals
information about the secret input.

(g) Implement the MPC multiplication. On Piazza, you can find a zip file pset4.zip with the following
files:

• party.py is where you implement the party in the MPC.

• test.py verifies the correctness of the algorithm. This is also used for the autograder, so make
sure you can get a “Success” message running the script.
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We model the MPC as rounds of event. Every round, each party can do as much computation as
they like. At the end of the round, the party can either ask to reconstruct a number (by returning
("reconstruct", num)), or submit a share as the final result (by returning ("submit", num)). If
the parties choose to reconstruct last round, the result will be the info parameter next round.

Submit your code to “Problem Set 4 Code” on Gradescope. We will use an autograder, so please
only submit party.py, or you might get the wrong result.


