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Problem Set 3

Please submit your problem set, in PDF format, on Gradescope. Each problem should be in a separate page.

You are to work on this problem set in groups. For problem sets 1, 2, and 3, we will randomly assign the
groups for the problem set. After problem set 3, you are to work on the following problem sets with groups
of your choosing of size three or four. If you need help finding a group, try posting on Piazza. See the course
website for our policy on collaboration. Each group member must independently write up and submit their
own solutions.

Homework must be typeset in IWNTEX and submitted electronically! Each problem answer must be provided
as a separate page. Mark the top of each page with your group member names, the course number (6.5610),
the problem set number and question, and the date. We have provided a template for ETEX on the course
website (see the Psets tab at the top of the page).

Problem 3-1. Commitment Schemes. A commitment scheme is a digital analogue of a safe. It is
associated with a message space M = { M }.en, and consists of a probabilistic polynomial time (PPT)
algorithm Com that takes as input a message m € M, and randomness r € {0,1}P°'y()‘) and outputs
Com(m;r). Often we allow a commitment scheme to also depend on public parameters that we assume are
honestly generated by a PPT algorithm Gen. In this case, the commitment scheme is associated with two
PPT algorithms, Gen and Com, where

eGen takes as input the security parameter 1* and outputs pp + Gen(1*).
eCom takes as input public parameters pp (supposedly generated by Gen), a message m € M, and
randomness r < {0, 1}P°'Y()‘), and outputs a commitment string c.

A commitment scheme is required to hiding and binding guarantees. The binding property here is stronger
than the computational binding property we saw in lecture; here, we require binding to hold even against
computationally unbounded adversaries. That is, there do not exist two distinct valid openings of a single
commitment, with high probability over the choice of the public parameters.

eComputational hiding: On security parameter A € N and for every mg, m; € M it holds that

(pp, Com(pp, mo,70)) ~ (pp, Com(pp, m1,71))
where pp < Gen(1*) and rq,r; <& {0, 1}PoN),
eStatistical binding: For every A € N
Pr [3mo, m1 € My 3rg,m1 € {0, 13PN st Com(pp, mo, 7o) = Com(pp, m1,71)] = negl(}),
where the probability is over pp + Gen(1%).

Show how to use any semantically secure public-key encryption scheme with perfect correctness to construct
a commitment scheme, w.r.t. the same message space.

(a) Define the PPT algorithms Gen and Com, which use the algorithms associated with the underlying
encryption scheme (Gengyc, Enc, Dec).

(b) Give an intuitive explanation for why your commitment scheme satisfies the hiding and binding
properties defined above, assuming the encryption scheme is semantically secure and has perfect
correctness.
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(¢) Explain what goes wrong if the underlying encryption scheme does not have perfect correctness, and
rather satisfies that for every pk output by Gengpc,

Pr[Dec(sk, Enc(pk, m;r) = m] = 1 — negl(}).

(d) Let Enc(k,m;r) be a CPA-secure symmetric-key encryption scheme (with perfect correctness) on key
k, message m, and randomness r. Let’s define a commitment scheme that has no public param-
eters. The randomness for the commitment is a pair (k,r) and the commitment scheme outputs
Com(m, (k,r)) := Enc(k,m;r).

Is Com a secure commitment scheme? If yes, explain why. If no, give an attack.

In lecture, we will see digital signatures, which a prominent example of an authentication primitive. There
are a number of neat authentication schemes built from symmetric-key primitives. In the following two
problems, you will learn about two of them.

The following problems reference the Boneh-Shoup book, which you can find here: https://toc.cryptobo
ok.us/book.pdf.

Problem 3-2. S/Key Read Chapter 18.5 of the Boneh-Shoup book and complete Exercise 18.12.

Problem 3-3. Lamport signatures. In lecture, we will see how to build signatures schemes from the
LWE problem. There are alternative construction of post-quantum-secure signature schemes built solely
from one-way and collision-resistant functions. Read about these in the intro to Chapter 14 and Chapter
14.1 in the Boneh-Shoup book. (You should feel free to read through the end of that chapter if you want to
know how the state-of-the-art hash-based post-quantum signatures work.)

Do Exercise 14.2 from the Boneh-Shoup book.



