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(side below) SIDE- - -

Motivation (Hellman 198)

There are a small # of crypto tools used everywhere
↳ AES 128

,
SHA256

,
ECDSA (P-256)

,
DH (p - 256)

T2
*DEA : Breaking AES128 -2128

E

Offline [one time] : cook up
data structure in advange

Online (many times) : Decrypt is Easter later using struct (e .g. AES-PCM) =24

Preprocessing cost is obscene
...

still I applications other than AES
w
-



NOTES

Why study ?
- Crypto attack with nice thory
- Works in pract
- Solves problem people care about

↳ Widely used "Rainbow tables"

↳ Used to break DES day



Function :
inversion problem

MIDDLE

Given : * A Sunction 8 : [N] -> [N) /Here-Si
....,
w

Coracle access only)
* A value y c [N]

find : A value x [N] s
.

t
. S(x) = y

,

if one exists

[There are prepros attacks for CRHf
,

Dog , factoring,..... ]



samples : Exeg(k) : = ESCk, "00000" N MIDDLE

-stazss(msg <9) : = SHA256(msg) N= IMM)
& Used for "cracking" unsalted pu hash ; In = Spopular passwords ?

I rocess fres once
,

break many keys at reduced cost
Prep
↳ Again, in reality preprocessing matters



Preproc attack on En inversion SIDE

In preproc
attack

,
adv is a pair (A ., A)

One Af
.

C) -> Sts 5 Funs[N,

P = f(x) : +1) = +
X &

Af(x-(w]) = 3
y
2 A,

Want to minimize : Space S = /sts)
-

Time T = # of queries A
,

makes



0 SIDE

* s· f(x)
Measure running. N CC S(x)

* -

time

A -st - A
,

> ye [N]
queries to S

-

>

↑ ↑
Preproc time PE

tructure
XE[N]

S Online time

size S T



What we know : SIDE

[I'll Ignore
ligh factors

. ] For N= 2128

2128 time
Brute-force search : S= 0 ; T= N
-⑯°} > 2128 storage

allinverses : S-Ni TG

Hellman:Sorndomfe
S=T= NB weredSer S Tsis

S = T= W
*

< - non-crypto apps s = T= 296

some



Consequence 48
27

SIDE

pu-> for dictionary of 2.

* For DES ciple N =
23sSTEC P . W

. ] Big savings
<80is

= 64
,

000x speedup

Can we do better ?

asi) "S < N
;

TEN'" s = 200
; T> 264

: STIN
u

Main & : Is there a frinv als using S=T= N4 (random Ens or all S-T= 2003



Hellman Tables MIDDLE

Warm-up : Invertingf when I is "one to one" (5 has "no collisions)
- X f(x)

*Preproc Aol) : *

>
a
f(x) ->-

*

- * --at
* View f as a graph ·do --

* Will be a union o

dins
(a)cycles

f
gf(f(x)



↑ steps
, output as advice MIDDLE

-

*Store"Backpointingeveet

Online Af
,

(x) :

t-> Apply 6 until hiling back-ptr
,

follow it [Takes T calls to f]
m

-> Once you
reach x

,
element before it is inv

Take -N Space-



Random Functions SIDE

- PRF
,

Hash
,

etc. behave like random frs.
-NOT one to one

- Cycle strategy breaks ↳
many Ke

,
ke s

.

t- AES/K ,,
800) = AES (k2

,000)

"Usually" I set of in "chaine/

Graces

-

- of len in that cover all points.
a-

& -

↳ Can only invert points "covered by a chair

L-



General functions SIDE

*There will likely be N" chains of len N" that cover N* points total
↳ Only a- Ni fraction of points ! Succeed Yous of the time. TO

- Hellman's doneness : "Revandomize 8" N's times -> Expect to succeed wip. I

Define w slavors of 5: 5,
,
fe

, ... ,
So & Graph of S

,
E

&·5
,
(x) = = g , (f(x)) ↓am

&&Invertible &4
1- to -I



Analysis SIDE

If you can invert 5:
can invert f : 5

.
"(x) = g" (5 (x)

q(f(x)) = f (x)
.

#g
: Use cycle als N's times

,

once per flavor of 5. One should work
.

space- N" ptrs wit Flavors=sis
N



Rainbow tables - Used in practice [Oechslin'83] SIDE

- Same time & space as Hellman

- Innovation is to reduce # of fish accesses

↳ Hellman needs one per step
fr"s

·es...

Run N" steps and then follow back-pointer.



MIDDLE

More applications
substring search find query string - E 60,

18 in big str De 10,
i

EwW@

5i(i) = D[i : (i + 1)]
spNormally takesN time or N ace

Applying Se inversion
: A**

probes to D
,

N space



Compression (HIW'23) MIDDLE

Are Say that D is the
truth table of a clt

Given : Long string DE90
,

194

~
sit

.

Eval(x) = D ? SIs there a length- I string Evall) takes ackt

·putane ee
Seval(x) := D

With no preproc
: 2 Time ; / En inversion

: S-T=2


